
To: DIA Personnel 

From: DIA, Office of Security 

Subject: Security Training Available on the UNCLASSIFIED Internet 

1. While some Security-related training does exist on the DoD AGILE site on NIPRNET, 

several training courses are maintained by the Center for Development of Security 

Excellence (CDSE) on their site: https://www.cdse.edu/  

 

2. Personnel wishing to take Security-related training on the CDSE site will need to 

establish an account in their Security Training, Education, and Professionalization Portal 

(STEPP), located at: https://cdse.usalearning.gov/login/index.php and accessible from the 

CDSE homepage. Registration for a STEPP account does not require a CAC. 

 

3. Any DIA personnel taking training through the STEPP site must self-certify on AGILE 

after completion in order to get credit for the course added to their training records. 

 

4. Appendix 1 of this document contains a list of the courses available through STEPP 

which directly correspond to Security training available on JWICS AGILE. 

 

5. Appendix 2 of this document contains a list of courses listed in AGILE and the 

equivalent courses which can be taken through STEPP. 

 

6. Questions about Security training or equivalencies can be submitted to DIA/SEC-1A. 

 

 

 

  

https://www.cdse.edu/
https://cdse.usalearning.gov/login/index.php


Appendix 1- AGILE courses available on STEPP 

Course Name Course Number 

DoD Antiterrorism Officer (ATO) Level II Course GS109.16/ DSS-258541 

Identifying and Safeguarding Personally Identifiable Information (PII) DS-IF101.0/ DSS-258148 

Lock and Key Systems Course PY104.16/ DSS-258116 

Classification Conflicts and Evaluations IF110.06/ DSS-263897 

Derivative Classification  IF103.16/ DIA-SEC-2014 

Introduction to the Risk Management Framework (RMF) CS124.16/ DSS-262382 

Special Access Program (SAP) Security Annual Refresher SA002.06/ DIA-SEC-3002 

Special Access Programs (SAP) Overview SA001.16/ DSS-263930 

Thwarting The Enemy: Providing Counterintelligence & Threat Awareness to the 
Defense Industrial Base  

CI111.16/ DSS-263935 

CI Foreign Travel Briefing CI022.16/ DSS-255625 

Counterintelligence Concerns for National Security Adjudicators CI020.16/ DSS-262794 

Risk Management for DoD Security Programs GS102.16/ DSS-256161 

Electronic Security Systems PY250.16/ DSS-262859 

Information Security Emergency Planning IF108.06/ DSS-254642 

Storage Containers and Facilities PY105.16/ DSS-258111 

Introduction to DoD Personnel Security Adjudication PS001.18 

The Relationship Between Counterintelligence and Security CI140.16/ DSS-261701 

Introduction to Personnel Security PS113.16/ DSS-84800 

Integrating Counterintelligence And Threat Awareness into Your Security 
Program 

CI010.16/ DSS-110600 

Introduction to Information Security IF011.16/ DSS-63593 

Exterior Security Lighting PY109.16/ DSS-261550 

Physical Security Measures PY103.16/ DSS-44192 

Physical Security Planning and Implementation PY106.16/ DSS-258115 

Introduction to Industrial Security IS011.16/ DSS-54392 

Developing a Security Education and Training Program GS104.16/ DSS-81400 

Introduction to Physical Security PY011.16/ DSS-258113 

Security Classification Guidance IF101.16/ DSS-257913 

Sensitive Compartmented Information (SCI) Security Refresher 
SCI100.16/ DIA-SEC-

2004 

Cybersecurity Awareness CS130.16/ DSS-263936 

Privileged User Cybersecurity Responsibilities 
DS-IA112.06/ DIA-CMP-

2045 

Derivative Classification  IF103.16/ DSS-263251 

Foreign Disclosure Training for DoD GS160.16/ DSS-101800 

Protecting Your Facility's Technology CI141.16/ DSS-262796 

Sensitizing Facility Employees to Counterintelligence Concerns CI142.16/ DSS-261973 

Insider Threat Awareness INT101.16/ DSS-263932 

Introduction to DoD HSPD-12 CAC Credentialing PS112.16/ DSS-256299 



Introduction to Suitability Adjudications for the DoD PS010.16/ DSS-257983 

Suspicious Emails CI021.16/ DSS-262795 

Transmission and Transportation for DoD IF107.16/ DSS-258241 

Unauthorized Disclosure of Classified Information for DoD and Industry  
IF130.16/ ONCIX-SSD-

4002 

   

  



Appendix 2- AGILE Courses and Their STEPP Equivalencies  

AGILE Course Name Course Number On CDSE as 

Mobile Devices- Vulnerabilities, 
Threats, and Impact 

DIA-IST-2027/ DS-
IA108.06  

Smartphones and Tablets 

Introduction to Information Security 
Management Course 

DSS-258302/ IF011.16 
Introduction to Information Security 

Supply Chain Risk Management  

ONCIX-SCD-1001/ 
DAU-CLL037.16 DAU-

CLC011.16 DAU-
CLL004.16 

DoD Supply Chain Fundamentals; 
Contracting for the Rest of Us; Life Cycle 
Logistics for the Rest of Us  

Derivative Classification Refresher 
Course 

DSS-255629/ IF103.16 
IF105.16 

Derivative Classification; Marking Classified 
Information 

Classification Management & IC 
Marking System 

ONCIX-SSD-4004/ 
IF105.16  

Marking Classified Information 

SCIF Physical Security Virtual 
DSS-261985/ PY011.16 

PY103.16 

Introduction to Physical Security; Physical 
Security Measures 

Introduction to National Security 
Adjudications Course 

DSS-258068/ PS001.18 
PS010.16 

Introduction to DoD Personnel Security 
Adjudication; Introduction to Suitability 
Adjudications for the DoD 

Cyber Awareness Challenge, 
Intelligence Community Version 

DIA-CMP-2084/ DS-
IA106.06 

CyberAwareness Challenge for DoD 

Operation Security (OPSEC) 
Fundamentals 

DIA-SEC-1000/ 
GS130.16 

OPSEC Awareness for Military Members, 
DoD Employees and Contractors 

 


